
CYBERSECURITY

Verify all software patches  
and updates have been installed.  
Not just laptops and servers, but 
firewalls and other network devices 
(routers, switches, APs, office 
equipment, etc.)

Change passwords for network 
devices; when possible, require  
multi-factor authentication (MFA)

Upgrade end of service versions 
of software your company is using  
and supports

Document and train employees 
on the process for reporting  
suspicious activity

Test backups and put at least 
one version offline monthly (or 
more often)

Enable employee multi-factor 
authentication everywhere

Remove internet-facing 
management consoles (internal 
access only)

Verify everyone in your company 
has completed security awareness 
training

Implement security 
information and event 
management (SIEM) software 
for additional visibility, when 
possible

Review cybersecurity policies  
and corresponding procedures, 
especially incident response plans

10THINGS YOU CAN DO TODAY TO  MAKE YOUR BUSINESS MORE SECURE
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